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Cascading failures in power grids can escalate localised disruptions into extensive service outages. This study
presents a transparent, reproducible framework for constructing large-scale power grid models from publicly
available data. To assess service impacts on industrial users, we combine industrial points of interest with
OpenStreetMap industrial zones and link them to substations using a capacity- and distance-informed allocation
method. We examine two disruption scenarios: 1) random failures using percolation analysis and 2) hazard-
driven failures using Monte Carlo sampling of wind-induced fragility curves derived from the 2024 Typhoon
Yagi wind field. Results show that the Vietnam high-voltage grid is structurally vulnerable, with the giant
component fragmenting rapidly under low levels of random bus removal, indicating limited redundancy.
Although more than 95 % of transmission lines show no overload under random disruptions, critical corridors
around major urban centres exhibit high overload probabilities exceeding 0.5. Under Typhoon Yagi, both direct
and indirect failures contribute substantially to disruptions, with indirect impacts extending beyond wind
exposed areas. Despite an average served load ratio of 0.91, 26 % of loads lose service in at least one simulation,
revealing pronounced spatial disparities in resilience. These findings provide actionable insights for risk-

informed resilience planning and targeted reinforcement investment.

1. Introduction

Power systems are critical infrastructure systems (CIS) that underpin
modern society by enabling the delivery of essential services [1,2].
However, natural hazards can cause extensive damage to power grids,
resulting in power outages for households and significant interruptions
to essential services [3,4]. For example, in September 2024, the stron-
gest typhoon over the past 70 years in Vietnam, Yagi, struck with wind
speeds exceeding 213 km/h, affecting 26 provinces. The typhoon and its
subsequent floods resulted in 320 deaths and overall damage around
1491 million USD, including 33 million USD damage in the electricity
sector [5]. Similar serve consequences have been observed elsewhere.
Hurricane Harvey in 2017 resulted in great power outages in Texas
lasting over two weeks [6]. Hurricane Maria in 2017 caused severe
damage to more than half of Puerto Rico's transmission towers and
50000 distribution poles, resulting in a near-complete blackout across
the island [7]. Considering the fundamental role that power grids have

in delivering services that are essential for household welfare, the
functioning of society, and economic prosperity, it is crucial to take
proactive measures to develop resilient infrastructure, which is often
cost-effective in the long term [1,8,9].

In a changing environment, power systems are facing greater risks
from hazardous events that are rare but can have severe impacts [10].
Failures in power systems rarely remain isolated technical incidents,
instead, they can often propagate across interdependent networks,
substantially amplifying the number of end users who experience service
disruptions [11,12]. This cascading effect complicates post-hazard
response and recovery and can result in large-scale economic losses.
Understanding how initial failures evolve into cascading failures and
service disruptions is therefore essential for risk assessment and resil-
ience planning.

Interdependencies among components of the power grid, and be-
tween the power grid and other CISs, create complex and dynamic re-
lationships. These interdependencies indicate that disruptions in one
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system can affect others, making it important to understand these links
to identify vulnerabilities and potential intervention points. The inter-
dependent nature can also intensify the impacts of disturbances through
cascading failures. For example, a natural hazard event can disrupt other
CISs that rely on electricity [4] and cause broad business interruptions
[13]. To strengthen the resilience of power grids, it is important for
stakeholders to create effective mitigation measures and manage both
the interdependencies among systems and the potential impacts of
failures. Understanding the interdependencies of these systems and
assessing how they may influence the performance of power grids are
essential steps in this process, often addressed using network modelling
approaches.

Network modelling approaches generally fall into two categories:
topological and serviceability methods [14]. Topological methods,
which analyse network structure and connectivity using graph-theoretic
measures, demonstrate that interdependencies introduce additional
vulnerabilities to the network (e.g., [15-17]). Percolation analysis is
widely used to examine the structure, functionality, and resilience of
network systems [16-19]. In this method, system failures are simulated
by gradually removing nodes or links from the network to evaluate how
the system responds to disruptions. By employing different removal
strategies, such as random, local, or targeted disruptions, this approach
enables the exploration of various topological characteristics and system
vulnerabilities, but it abstracts away operational constraints and there-
fore struggles to represent the real-world.

However, in real CISs, phenomena such as congestion in trans-
portation networks and overloads in electricity transmission lines, may
lead to gradual and continuous degradation in flow efficiency along the
affected link instead of abrupt and complete failures [20]. Prior studies
have demonstrated that more realistic vulnerability and resilience as-
sessments can be achieved using serviceability methods. These ap-
proaches provide greater accuracy by evaluating how component
failures affect network operations and service provision [14,21,22].
They incorporate the flow of passengers, goods, power, or information,
while accounting for the capacity and other operational characteristics
of different network components. Going beyond simple connectivity,
they capture additional dynamics such as capacity loss, re-routing, and
congestion. These methods offer a more realistic representation of
infrastructure behaviour under stress, but typically require detailed data
on network topology and operational information.

Appropriate network architecture is a critical and necessary foun-
dation for the simulation and analysis of power grids [23], including the
network topology and its service provision. The topological represen-
tation of existing energy infrastructure, such as the electricity grid, can
have a deciding impact on future investments derived from energy
system models [24]. A major barrier to applying the serviceability-based
approach is the limited availability of open-source, high-quality power
grid data, particularly in data-scarce contexts. While Transmission
System Operators (TSOs) have detailed information on the high-voltage
grid, these data are often not publicly available to the level of detail
needed for academic research purposes [23,24]. Open-access data
sources, such as OpenStreetMap (OSM), have therefore been used as an
important alternative for constructing power grid representations in
many existing studies [23-29], and have been validated with official
data sources [24]. Although these data enable transparent and repro-
ducible modelling, they often contain incomplete attributes, and lack of
topology information.

Meanwhile, relatively few studies have examined the consequences
of cascading failures on service provision, with the exception of [25],
especially in the Global South context. In these regions, limited data
availability and a lack of empirical evidence on climate-related power
outages pose significant challenges for model development and valida-
tion. This gap is particularly important in regions with lower system
reliability and high exposure to climate-related hazards, where service
disruptions may exacerbate community inequities [30].

Regarding the service provision of the CISs, the conventional and
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widespread method used to allocate users to infrastructure assets is the
Voronoi decomposition technique [13,23,31-33]. In this approach,
service areas are defined as non-overlapping Voronoi cells, assuming
that each user is equally served by the geographically closest infra-
structure asset [13]. While the exact connections between infrastructure
assets and end users are often unknown, it is reasonable to assume that
demand centres are more likely to be connected to nearby assets.
However, this method oversimplifies real-world dependencies, where
actual service provision is shaped by proximity as well as by capacity
constraints and operational decisions. For example, newly constructed
facilities may be connected to a more distant substation if the nearest
one lacks available capacity to accommodate additional demand. As a
result, Voronoi-based assignments may misrepresent the true impact of
infrastructure failures.

To address these gaps, this study develops a flow-constrained
network modelling framework to analyse cascading failures and
resulting service disruptions in power systems, particularly in data-
scarce environments. We first develop a transparent framework for
constructing a physically plausible network representation using open-
source power grid data with empirical consistency constraints. Impor-
tantly, these constraints are introduced to regularise incomplete attri-
butes in open-access data and to improve internal consistency. This data
correction step addresses a key limitation in cascading failure studies,
where incomplete network representations can substantially bias as-
sessments of vulnerability and propagation dynamics.

Cascading failures are modelled through a two-stage process that
includes failure initiation and failure propagation. By using the panda-
power tool, we conduct power flow simulations to examine the net-
work’s response to two distinct types of initial disruptions: random
disruption to simulate stochastic failures, and targeted disruption based
on the impact of the 2024 Typhoon Yagi, representing a natural hazard-
driven disruption to the network. This allows us to assess the grid’s
connectivity and robustness under both random disruptions and realistic
extreme weather events, providing insights into its structural vulnera-
bility and the potential for cascading failures that can lead to service
interruptions.

To assess the consequences of cascading failures beyond the network
level, the framework further links infrastructure assets to electricity
demand (i.e., industrial areas) using a probabilistic, geospatial assign-
ment that accounts for both spatial proximity and asset capacity. This
approach improves on conventional proximity-based heuristics by
enabling a more realistic representation of spatial dependency between
infrastructure assets and end-users. By integrating this assignment with
a power flow model, we are able to simulate cascading failures within
the power system and trace their impact on downstream electricity
provision. The proposed framework is demonstrated through a case
study of the Vietnamese transmission network, proving its transparency
and scalability for analysing power system risks in data-scarce envi-
ronments. By integrating flow-constrained cascading failure modelling
with a capacity-aware, geospatial representation of service de-
pendencies, the framework offers a transferable and practically appli-
cable approach for assessing service disruptions under both random and
hazard-driven failures.

The remainder of this paper is structured as follows. Section 2 pre-
sents an integrated modelling framework that combines: (1) construc-
tion of power system model using open-source data; (2) geospatial
modelling of dependencies between economic activities and infra-
structure services, in order to quantify disruption to economic activities
during infrastructure failures; and 3) cascading failures and service
disruption analysis under random and targeted disruptions. In Section 3,
we apply the framework to Vietnam as a case study to test the model and
assess the vulnerability of power grids in Vietnam. Section 4 and 5
discuss the implications and limitations of the approach and conclude
the paper.
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2. Methods

We evaluate power system vulnerability using the framework illus-
trated in Fig. 1. First, a detailed network model is constructed from OSM
data, supplemented with electricity generation and demand information
from official statistics and Google Places. A power flow model is then
built based on this network to simulate the operational behaviour under
two disruption scenarios: random and targeted. In each scenario,
component in-service statuses are updated accordingly, and the power
flow analysis is run to evaluate system performance. Key performance
metrics include component failure probability, line overloading proba-
bility, and the proportion of demand that remains served after initial
disruption. By repeating the simulations 1000 times for each scenario,
we assess how system performance degrades under different disruption
patterns and loading conditions. The following sections describe each
step of this framework in detail.

2.1. Network construction

2.1.1. Retrieving OSM power infrastructure data

OpenStreetMap is one of the largest open-access geospatial datasets
of infrastructure assets. While it provides a valuable and consistent
global database, it should be noted that the dataset is not necessarily
fully complete, and there are gaps or inaccuracies in some regions
[34-36]. Nonetheless, its open-access nature and global coverage make
it a useful resource for preparing scalable and transferable models [26].
OSM has been widely used in energy system modelling [23,24,26,28,29,
371 and risk analysis of various natural hazards to CIS [13,38,39]. Power
grid data in OSM are represented by the data types of ‘nodes’, ‘ways’,
and ‘relations’. Nodes are points that are defined by their geographical
coordinates. Ways are an ordered list of nodes, which define non-closed
features (open ways, that is, transmission lines) or closed features
(closed ways, that is, power plants and substations, which are rendered
as polygons on map). Relations can contain nodes, ways, and a combi-
nation of either-or other relations. All mapped OSM data are associated
with tags, which are dictionary-like entries having key and value text
attributes [40].

In OSM data, the same asset can sometimes be represented either as a

Load OpenStreetMap data

v

|

Develop power flow model

Iteration x1000 l
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point (e.g., a node for a point of interest) or as its explicit shape (e.g., a
closed-way or an area for a building), leading to duplicate entries. For
example, a substation may be mapped as both a node and a way, each
with a different OSM ID, despite referring to the same entity. To avoid
duplicate representations while preserving meaningful sub-assets, we
remove point features contained within polygons only when they
represent the same asset, remove polygons nested within larger poly-
gons if they refer to the same facility, and remove exact geometric du-
plicates using the OSM-flex tool [41,42].

2.1.2. Processing OSM data

First, we extract transmission lines at predefined voltage levels (i.e.,
110 kV, 220 kV, and 500 kV), calculating line lengths adjusted by a slack
factor (1.2 x geometric length) to approximate real-world routing [29].
Lines tagged with multiple voltages are cloned into distinct entries per
voltage level (e.g., a line tagged with ‘220,000;500,000’ is split into two
lines with voltage tag of 220 kV and 500 kV, separately). To ensure
unique line IDs, we append a suffix after the split (e.g., OSM ID
306271499 is split to 306271499a and 306271499b).

To eliminate redundant edges that do not contribute to power flow
analysis, we remove lines tagged as busbars and lines that are entirely
contained within substation boundaries. This process condenses sub-
station internals (e.g., busbars) into single nodes, simplifying complex
geometries while retaining topological information (Figure S1). Given
the distinct electrical properties of direct current (DC) lines compared to
alternating current (AC) lines, we identify potential DC lines based on
specific criteria: lines with a cable count of 1, a frequency of 0 Hz, or
keywords containing ‘dc’ are marked as DC cables.

In a three-phase AC high-voltage system, we assume that three cables
constitute one AC circuit, six cables form two AC circuits, and so on [24,
29]. For lines where circuit information is unavailable, we estimate the
number of circuits by taking the floor of the total number of cables (if
available) divided by three, and then further divided by the number of
voltage levels. This approach estimates the number of circuits based on
the assumption that each circuit typically consists of three cables. If the
calculation results in zero circuits due to rounding down, or if cable data
are missing and the number of circuits cannot be estimated, we assign a
default minimum of one circuit per line. Otherwise, the circuit count is

Build power system €—

Map power generation &
service provision

Statistics & OpenStreetMap &
Google Places API

Iteration x1000

v |

| v

Random disruptions

Targeted disruptions (Typhoon Yagi)

Wind field of Typhoon Yagi ]

Set in_service = False for 0-30%
buses (step 1%)
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|

Wind fragility curves

|

Run power flow model

Run power flow model

Y
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Calculate network perfrmamce:
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Fig. 1. Flowchart of the model procedure (adapted from [25]).
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assigned the value of the calculated result. While this approach ensures
that each line is associated with at least one circuit, it may sometimes
underestimate the actual number of circuits, particularly in cases where
the number of cables or voltage levels does not align perfectly with the
assumptions of the model. Once the number of circuits is determined,
each transmission line is assigned a unique identifier. Lines with a single
circuit retain one record, while those with multiple circuits are dupli-
cated, with alphabetical suffixes added to the base identifier. This
cloning process allows each circuit to be modelled and analysed as a
separate entity in subsequent simulations.

2.1.3. Constructing power network interdependencies

In this section, we explain how we establish topological connectivity
among the grid components. To do so, we build a network graph, where
buses/substations are represented as nodes and transmission lines as the
connecting edges.

We start by extracting the end nodes of each line, referred to as
‘virtual buses’. Then, a 200 m buffer is created around each substation
retrieved from OSM. To link virtual buses to physical substations, we
implement a spatial attribution process. Each virtual bus that falls
within the 200 m buffer zone of a substation inherits the substation’s
information. The algorithm checks whether the virtual bus's coordinates
are within any substation buffer using a spatial join. If multiple buffers
overlap, the nearest substation is selected based on the minimum
Euclidean distance to the virtual bus. Consequently, the line endpoints
corresponding to the virtual bus are updated with the substation’s OSM
ID, and the virtual bus itself is removed from the dataset.

Next, we apply a clustering algorithm based on physical distance
between bus locations to aggregate spatially proximate buses, improving
the topological representation of the power grid. This step is introduced
as a spatial simplification procedure to reduce network complexity and
computational costs arising from dense or overlapping node represen-
tations in original open-access data, rather than to represent electrical
equivalence between aggregated buses. To achieve this, we first calcu-
late the pairwise Euclidean distances between all buses and store the
results in a distance matrix. This matrix allows to identify buses that can
be grouped based on their proximity. Buses that are stacked on top of
each other (i.e., with a distance of exactly 0) or fall within a predefined
neighbouring threshold of 200 m are grouped accordingly [29]. The end
nodes of lines are subsequently replaced by the aggregated buses, with
their updated IDs and coordinates reflecting the new groupings. After
grouping, lines that have identical start and end nodes are removed from
the dataset.

To address missing voltage information, we assign the voltage levels
of the connected buses to lines that lack this attribute. Any lines that still
do not have voltage levels after this process are removed, as voltage level
is a mandatory input parameter for a power flow model.

2.2. Mapping generators dependencies on power grids

To develop a power flow model, it is essential to know the power
generation for each generator. However, the raw generator data
extracted from OSM contain many missing or inconsistent entries,
requiring additional data cleaning and completion. This process involves
several steps to ensure consistency and accuracy in energy source clas-
sification and installed power capacity estimation. We first identify two
types of generation facilities based on the key-value pair used to extract
them from OSM, as summarized in Table S1. To create a unified
generator dataset, we combine information on energy source and
installed capacity from both power plants and generators. The identified
energy sources in OSM data include hydro, coal, wind, biofuel, diesel,
biogas, gas, gas;oil, oil, solar, and waste. These are harmonized and
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mapped to the fuel types used in the national statistical dataset’, as
detailed in Table S2.

The allocation of installed capacity is illustrated in the progression
from Table S3 to Table S4. Updated or newly assigned values are shown
in bold in Table S4, while entries removed due to insufficient informa-
tion are also indicated. First, we categorize generators based on whether
their installed capacity data are available. For those with recorded
installed capacity, total and average values are calculated to evaluate
the plausibility of the capacity distribution results. Next, we retained all
generators for which an energy source is present, no matter whether
installed capacity data are missing. Conversely, generators lacking an
energy source are removed from the dataset, resulting in the elimination
of 13 out of 1903 generators. Subsequently, the dataset is divided into
two groups: one containing generators with recorded installed capacity
(Group 1) and another containing generators without installed capacity
(Group 2). The total installed capacity from Group 1 is subtracted from
the statistical total capacity per energy source, and the remaining ca-
pacity is equally distributed among the generators in Group 2 based on
their respective energy sources. The two groups are then recombined to
form a complete dataset with estimated installed capacities.

Figure S2 shows the distribution of generators in Vietnam by energy
source and their installed capacity as extracted from OSM data. In panel
(A), the stacked bars represent the number of generators with and
without installed capacity for each energy source. It indicates that a
significant portion of wind turbines (901 out of 1233 units), solar panels
(283 out of 328 units), and hydropower plants (126 out of 283 units)
lack installed capacity data, highlighting gaps in publicly available OSM
information. Panel (B) shows the total and average installed capacity by
energy source.

To integrate the generators into the developed power grid developed
in Section 2.1, we connected each generator to its nearest bus and
assigned the corresponding bus ID. A distance threshold of 600 km was
applied, allowing generators to be linked to any node within this range.
This threshold was chosen to ensure that all generators could be con-
nected to the network, as smaller thresholds would cause some gener-
ators to remain unlinked.

2.3. Mapping business dependencies on power grids

2.3.1. Extracting economic activities

Voltage requirements vary significantly across different end-users
categories, reflecting diverse operational needs and infrastructure
specifications. This study exclusively focuses on business consumers,
particularly industrial entities. To execute our methodology, we require
location data and electricity consumption information of economic
activities.

To systematically map sites of economic activity, we integrated
multiple data sources, including OSM land-use data and search results
from Google Places API. Fig. 2 illustrates the multi-step process used to
extract and spatially link industrial activities. In the first step (panel a),
we query the Google Places API using a set of predefined search strings
corresponding to specific industrial sub-sectors. This step produces a
comprehensive set of locations potentially associated with industrial
activity. The list of sector-specific search strings is provided in Table S5.
To retrieve data from the Places API, we specified four key inputs: (1) a
shapefile defining the study area boundary, (2) search strings tailored to
the identified economic sectors in the study area, (3) clustering pa-
rameters, including land-use classifications and search radius con-
straints, and (4) an API key for accessing the Places API. The process
fetches information on places that match the search strings within the
specified search radius, including their locations. The clustering process
is essential because the Places API returns a maximum of 60 results per

1 Source of the statistical electricity generation data: https://ember-energy.
org/data/electricity-data-explorer/
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Fig. 2. Process of extracting economic activities.

query. To ensure comprehensive coverage of relevant sites across the
entire study area, we select a mean search radius of 15 km to balance
spatial resolution and query efficiency.

In the next step (panel b), we extract industrial areas from OSM, as
industry is considered a primary electricity consumer in this study.
These areas serve to spatially filter economic activities from Google
Places API. Focusing on these areas helps to avoid capturing small-scale
consultancies or suppliers operating in residential or commercial areas,
who may self-identify as manufacturers in online listings but are not
significant electricity consumers.

In the third step (panel c), we filtered extracted locations from Places
API to retain only those that are operational and fall within the previ-
ously identified industrial areas. Panel (d), (e), and (f) in Fig. 2 present a
representative example of this process for one industrial area (OSM ID:
366493800). Panel (d) shows the locations of sector-specific locations
within the industrial area, and panel (e) presents the corresponding
boundary overlaid on satellite imagery to confirm spatial accuracy.
Panel (f) provides sample metadata for a subset of these locations,
including economic sector classification, search string category, and
OSM identifiers. It should be noted that these panels are intended for
illustrative purposes and do not represent the full set of identified lo-
cations within the area.

Once economic activities are identified, we allocate sector-level
electricity demand across all activities. Vietnam Energy Statistics [43]
provides annual electricity sales by economic sector in gigawatt hour
(GWh), representing the total energy consumed over the entire year. To
meet the requirements of power flow modelling, it is necessary to
convert this electricity consumption in GWh into power demand in
megawatt (MW). Assuming the energy consumption of economic sectors
is evenly distributed throughout the year, the conversion process in-
volves: 1) converting the annual consumption from GWh to MWh by
multiplying by 1000; and 2) dividing the result by the total number of
hours in a year (8760 h).

The allocation process is structured as follows: 1) The total power
demand is assigned to all identified economic activities based on sector
classification. Each economic activity is assigned an equal share of the
sectoral power demand; and 2) Economic activities are then grouped
according to their corresponding industrial areas. Instead of treating
each economic activity as a separate load, the total power demand
within each industrial area is aggregated. By linking industrial sites to
their corresponding industrial areas and then allocating power demand
by economic sector among all sites, we obtain the necessary input data
for loads in the power grid.

2.3.2. Developing dependency heuristics
In this section, we present the approach to establishing the

dependencies between power grids and economic activities. We intro-
duce a probabilistic-based approach for coupling substations and in-
dustrial areas, which incorporates both spatial proximity and substation
capacity. In this method, factors such as the capacity of substations,
which are challenging to include in the conventional Voronoi approach,
can also be considered. For instance, larger substations with greater
capacity are more likely to serve businesses, even if they are farther
away than a smaller substation.

Specifically, we assume that the probability of an industrial area
connecting to its k-th nearest substation follows a geometric distribution
Py, with a sparseness parameter p. This distribution is then weighed by
the capacity (apparent power) of the substation Cy, with higher capacity
substations given greater likelihood. The weighted probability wy for an
industrial area to connect to the k-th nearest substation is calculated by:

Pe=(1-p) "' xp M
Ck X Pk
W=~ (2)
T SIGox P

Here, p is a parameter between 0 and 1 that controls how likely it is
for the industrial area to connect to substations. When p is closer to 1, the
distribution becomes less sparse, meaning the probability of connecting
to a nearby substation (lower values of k) is relatively high. As p in-
creases, the likelihood of connecting to distant substations (higher
values of k) decreases significantly. We set p to 0.8 in this analysis.
Figure S3 illustrates an example of constructing this weighted proba-
bility distribution. The robustness of the assignment with respect to
parameter p is evaluated through a targeted sensitivity analysis (see
Supplementary Material Figure S4 and Note 1).

To determine the specific substation an industrial area connects to,
we use a cumulative distribution function (CDF) derived from the
normalized probabilities for each substation. After calculating the
normalized probabilities for all substations, we generate a random seed
between 0 and 1. The CDF, which represents the cumulative sum of
normalized probabilities, is then used to map the random number to the
corresponding substation. If the selected substation fails, as determined
by the service status of the substation, the functional status of the in-
dustrial area is updated to reflect its disconnection. This probabilistic
assignment ensures that the selection of the substation is not deter-
ministic but follows the defined distribution based on distance, sub-
station capacity, and the parameter p.

2.4. Power flow model development

To develop a power flow model, we make use of the pandapower,
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which is an open-source Python library designed to model, simulate, and
analyse power systems [44]. It is particularly useful for performing
power flow analysis and solving network optimization problems. Pan-
dapower integrates well with various Python-based scientific tools,
making it a versatile choice for power system modelling. A typical power
flow model consists of several key components, such as buses, lines,
generators, external grid, transformers, and loads, that represent the
physical infrastructure of the power grid. Pandapower allows users to
define these power grid elements, enabling efficient power flow simu-
lations [44]. Below, we describe each component and how we utilize the
simplified power system constructed in Sections 2.1-2.3 to create them.

In a power flow model, buses serve as connection points for different
network components and represent the electrical nodes where voltage
levels are controlled. Each bus corresponds to a specific location in the
power grid and is assigned a voltage level. We used the power grid’s
node information to define each bus in the power flow model. The node
locations from the grid are mapped to the buses, and corresponding
voltage values are assigned to the buses.

Lines are modelled to represent the flow of electricity across the
network. The power grid data provide geography information of trans-
mission lines connecting corresponding buses at both ends. We extracted
the connectivity information from the grid, creating the lines between
buses. In pandapower, transmission lines are characterized by parame-
ters. However, it is a common challenge in power system modelling
where commercial sensitive specification data are often not openly-
available. Pandapower provides predefined templates for common line
types, we apply standard types to transmission lines based on corre-
sponding voltage level in the absence of official transmission line pa-
rameters. Users can also create custom line types based on their data by
specifying the line’s characteristics, derived from empirical or
manufacturer-specific data. The lengths of lines are assigned by the real
lengths of transmission lines in the power grid, ensuring that the lines
accurately represent the physical characteristics of the network.

Generators supply electrical power to the grid and are connected to
specific buses in the power flow model. Each generator has specific
parameters, including active and reactive power outputs and capacity.
We define generators in the power flow model based on the generator
data that include information on the location and generation capacity of
each generator. The generators are mapped to the corresponding buses.

Loads represent the power demand in the grid, which are typically
defined by their active power consumption. The economic activities
data, including the power consumption and geolocations, are defined as
loads in the power flow model. Each load is assigned to a specific bus
based on the dependencies between economic activities and power grid
as described in Section 2.3.2. This ensures that electricity demand is
correctly placed within the power flow model, and the simulation could
account for the impact of load variations on system performance.

Transformers are essential for voltage regulation and conversion be-
tween buses of different voltage levels. In many cases, detailed trans-
former data may be incomplete, missing, or unavailable. Therefore, we
model hypothetical transformers between each pair of buses with
different voltage levels using standard two-winding transformer type
values provided by pandapower. The ceiling apparent power of trans-
formers is defined as the maximum of the total rated apparent power of
the connected lines on either side. The rated apparent power of each line
is estimated based on its voltage level and thermal current as defined by
standard line types [24]. This approach ensures the integrity of the
power flow model while bypassing the need for accurate transformer
data.

2.5. Cascading failures analysis under random and targeted disruptions

To evaluate the vulnerability and operational resilience of the
developed power system under different disruption scenarios, cascading
failures are analysed through a structured framework, including failure
initiation, flow-constrained cascading failures, and service disruption
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assessment. This structure reflects the different mechanisms governing
component damage, power redistribution within the network, and the
resulting loss of service. The analysis considers two types of disruption
scenarios: 1) random disruptions, representing background uncertainty
in system vulnerability; and 2) targeted, hazard-induced disruptions
based on Typhoon Yagi. In both scenarios, the cascading failures are
evaluated using power flow calculations using pandapower.

2.5.1. Failure initiation: stochastic and hazard-driven disruptions

Failure initiation represents the initial loss of system components due
to external disturbances. Two distinct initiation mechanisms are
considered. First, random disruption scenarios are used to generate
failure conditions by randomly removing a fraction of buses from the
network. To model large-scale cascading failures, we simulate the
random removal of nodes at increasing levels of failure. We define a set
of removal fraction values (from 0 % to 30 % of nodes with 1 % at each
step) and iterate over a predefined number of simulations (1000 per
fraction). In each run, a random subset of buses is removed according to
the specified removal fraction by setting their ‘in service’ status to ‘False’
to mimic disturbances.

Second, hazard-driven disruption scenarios are modelled using
spatial wind fields from Typhoon Yagi (2024) in combination with
component-specific fragility functions. More than one-third of Viet-
nam’s electric transmission grids are located in forest areas, making
them vulnerable to tree falls during storms [45]. Therefore, we consider
Typhoon Yagi, which landed on Vietnam in 2024, as the initial disrup-
tion, and simulate the targeted removal of grid components that fail due
to strong winds, as determined by corresponding fragility curves. In this
case, initial failures are driven by hazard intensity rather than random
selection. Transmission lines and buses are assigned local wind speed
values based on their spatial exposure, and failure probabilities are
computed using corresponding fragility functions. A Monte Carlo
simulation is then used to probabilistically determine initial component
failures.

The wind field of Yagi (Figure S5) is computed from the CLIMADA
tropical cyclone module, an open-source natural hazard risk assessment
platform [46]. The track data for Typhoon Yagi (ID 2024246N14125)
are retrieved from the International Best Track Archive for Climate
Stewardship (IBTrACS) project [47]. To obtain which elements are
directly exposed to the wind field of Yagi, we overlay the wind field onto
Vietnam’s power grid. For point-based assets (e.g., buses), wind speed is
sampled directly at the coordinate location. For linear or polygon assets
(e.g., transmission lines, loads), zonal statistics are applied to determine
the maximum wind speed within each geometry’s spatial extent. The
wind speed (v;) assignment process is summarized as:

_— v(xi,y:), if geometry i is a point
' | max {v(x,y)}, if geometry i is a line/polygon over domain A;

3

Each asset is thus assigned with a local wind speed value for fragility
assessment.

We model asset failures using wind fragility curves for power infra-
structure collected by [40], which relate failure probability Py as a
function of wind speed. Assets are categorized into fragility types based
on their functional class and voltage level. Failure probabilities are then
computed by linearly interpolating the corresponding fragility curves.
The fragility curves are shown in Supplementary Material Figure S6.

A Monte Carlo simulation with 1000 iterations is conducted to
probabilistically model initial (direct) failures. In each iteration:

1) The wind speed value for each asset is used to compute its failure
probability through the corresponding fragility curve.

2) A uniform random variable U ~ u(0, 1) is sampled.

3) If U < Py, the asset is marked as failed .
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The result is a binary failure matrix across iterations:

1, if asset i failed at iteration k
0, otherwise

fattrs(i) ~ { @

In both scenarios, assets identified as having failed during the initi-
ation stage are set to “out of service” state and serve as the starting point
for subsequent system response evaluation.

2.5.2. Flow-constrained cascading failures

Following initial failures, cascading failures are evaluated under the
developed network topology. After each initiation event, power flow
calculations are performed to assess whether the remaining network can
sustain feasible operation, including network connectivity, line loading
levels, and supply-demand balance. The power flow model automati-
cally propagates initial failures to all components electrically dependent
on the failed buses.

Cascading propagation is triggered only when operational constraint
violations arise under the power flow model, such as transmission lines
overloads. When such conditions occur, affected components are
disconnected from service and the power flow is recalculated on the
updated network. In this way, cascading failures are constrained by
network structure and flow redistribution, ensuring physical consistency
in the propagation process. This functionality is implemented by pan-
dapower, which tracks power flow and component dependencies
through its internal data structures. Only those simulation runs in which
power flow converges are retained for further analysis.

2.5.3. Service disruption assessment

Service disruption is assessed by translating cascading failures within
the power system into loss of electricity supply at the level of end users.
Following the cascading failures analysis, the operational status of each
load is evaluated based on its electrical connectivity and feasibility of
supply under the post-damage network configuration. A load is
considered unserved if it is electrically disconnected from operational
generation sources. Conversely, a load is considered served if power
flow calculations indicate that its demand can be satisfied under the
updated network topology. This binary classification allows the direct
mapping of technical system failures to service availability at the de-
mand side.

2.5.4. Performance metrics

The key performance metrics assessed include the failure probability
of lines and buses, the overload probability of transmission lines, and the
served load ratio, which is the proportion of power demand successfully
supplied after the cascading failure process (i.e., the complement of the
Energy Not Supplied (ENS) index).

As part of the cascading failure simulations, the power flow reba-
lances following each element removal. From this, we compute the
overload frequency for all remaining operational transmission lines
across simulation runs to capture the structural likelihood of line
loading. For every iteration, we determine whether each line that is still
operational is overloaded. Then the overload frequency is calculated by
dividing the number of times a line is overloaded by the total number of
successful simulations.

To quantify the severity and spatial extent of service disruptions, we
test the functionality in each province by running power flow to evaluate
whether each load remains served and calculate two indicators: the
served ratio and the failure ratio. The served ratio measures the fraction
of total load power demand that remains supplied after cascading fail-
ures. It accounts for the magnitude of the demand and thus reflects the
severity of supply shortfall in terms of power volume. The failure ratio is
defined as the proportion of individual loads that are unserved, which
captures the frequency of service interruptions across economic activ-
ities. These two indicators highlight both the severity and likelihood of
economic activities’ disruptions. For instance, in a province with 10
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loads and a total power demand of 500 MW, if 3 loads with total power
demand of 200 MW fail, the failed load ratio is 0.3, while the served
ratio is 0.6 (300 MW served demand / 500 MW total demand). Service
disruption metrics are further aggregated at the provincial level to assess
regional impacts on economic activities, enabling to evaluate the spatial
heterogeneity in service disruption and to identify regions that are
particularly exposed to cascading power outages.

3. Application: power system failures caused by random
disruptions and Typhoon Yagi

3.1. Network representation

The representation of the Vietnam high-voltage power grid is

Vietnamese Power Grid
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Fig. 3. Vietnam power grid and spatial distribution of load and generation
clusters. The size of the cluster is proportional to the normalized total electricity
demand or generation at corresponding bus.
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constructed based on OSM data retrieved in May 2024. Fig. 3 illustrates
the spatial layout of the compiled power system, including transmission
lines at 500 kV, 220 kV, and 110 kV voltage levels, as well as clusters of
electricity demand and generation. The processed network includes
3692 buses, compromising 818 substations extracted from OSM and
2874 virtual buses, 6799 AC lines, and 235 transformers. Overall, the
network spans approximately 46,690 km in route length. All grid com-
ponents are stored in CSV and GeoPackage files and can be accessed via
GitHub repository (see Code and data availability). We also validate the
processed data with country-level statistics from [5,48]. The comparison
results, presented in Supplementary Material Table S6 and Note 2,
indicate that the OSM data coverage of Vietnam’s high-voltage power
grid is extensive and potentially near-complete.

Fig. 4a presents the number of operational industrial sites retrieved
from the Google Places API within OSM-defined industrial areas, cate-
gorized by economic subsector. In total, 2064 industrial areas are
extracted from OSM, and 47449 sites are retrieved using sector-specific
search strings via Google Places API. Among them, 7058 sites locate
within the delineated industrial areas, and 6724 of these are operational
and considered valid industrial sites for subsequent analysis.

To validate the spatial distribution of processed industrial busi-
nesses, we compare our results with the 2023 statistics from the National
Statistics Office (NSO) of Vietnam,2 as shown in Fig. 4b. Since the NSO
categorises enterprises based on registered capital size, we focus on
enterprises with capital above 10 billion Vietnamese dong (VND). Both
datasets are normalised by their respective total number of businesses.
Overall, the normalised proportions are generally aligned, with the
highest concentrations consistently observed in the Southeast and Red
River Delta regions. Importantly, the relative difference between pro-
cessed results and statistics in these two economic hubs is within £+3 %.
Larger discrepancies in other regions may reflect data collection biases
or regional disparities in data quality. These results support the use of
Google Places data as a reasonable proxy for estimating the business
activity in data-scarce contexts.

Figure S7 shows a spatial overview of industrial activities by eco-
nomic subsector across Vietnam. The maps reveals a high concentration
of industrial activities in the Southeast and Red River Delta regions, with
sectoral variation across provinces. High electricity demand is mainly
concentrated in these two economic centres. In 2015, these two regions
accounted for 25 % and 46 % of Vietnam’s gross industrial output,
respectively [49]. Given this spatial pattern, network defragmentation is
performed on the entire network, but the subsequent results focus pri-
marily on these two regions that have larger exposure due to high de-
mand concentration and network density.

3.2. The impacts of random disruptions

To evaluate the structural robustness of the power system under
random disruptions, we analyse the size of the giant component (i.e.,
largest connected subnetwork) based on topological properties
(Figure S8).This metric reflects the number of buses that remain mutu-
ally connected after a fraction of buses has been randomly removed. A
decreasing giant component fraction indicates progressive fragmenta-
tion of the network. The rate of this decline provides insight into the
overall connectivity structure: the sharp decrease, as observed in the
first 0-5 % of bus removal, suggests that the network is structurally
vulnerable, with limited redundancy and a strong dependence on a
relatively small set of nodes to maintain global connectivity.

The spatial maps of failure probabilities of lines and nodes shown in
Fig. 5 are generated from random percolation analysis with 1000 iter-
ations. In each iteration, a random fraction of buses (from 0 % to 30 %,
in 1 % steps) is removed, and the resulting cascading failures are

2 Source:
nterprise

https://www.nso.gov.vn/en/px-web/?pxid=E0529&theme=E
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simulated based on a power flow analysis that accounts for both network
topology and redistribution. The failure probability of each line or bus is
calculated as the percentage of iterations in which that specific
component becomes non-operational (i.e., goes out of service due to
direct removal or cascading effects). The Red River Delta and the
Southeast region exhibit several high-risk corridors with elements in the
top 5 % failure probability, likely due to dense interconnectivity and
load centralization. These regions are critical for national grid stability,
and the identification of high-probability failure links can inform tar-
geted grid strengthening.

Fig. 5 also presents the spatial distribution of transmission line
overload probabilities in the Red River Delta and the Southeast region.
While the majority of lines in both regions have relatively low overload
probabilities (i.e., typically below 0.1), indicating relatively low risk of
overload under most disruption scenarios, several critical corridors
show distinctly higher probabilities. These are particularly concentrated
within the dense transmission network around Ha Noi and Ho Chi Minh
City, where localized clusters of lines exhibit higher overload proba-
bilities exceeding 0.5.

The histogram in Figure S9 illustrates the proportion of lines falling
into different overload probability intervals. A majority of transmission
lines (>95 %) have zero overload probability, indicating that they are
not affected by flow redistribution and the network has slack capacity
under a wide range of disturbance scenarios. Most lines have very low
overload probabilities, with 2.84 % of lines falling into the 0 — 0.1 range.
Only a small percentage of lines experience relatively higher overload
risk. While this aggregated view provides a general picture of line
vulnerability, further breakdown by removal fraction reveals how
overload patterns evolve under increasing stress levels.

To evaluate the spatial disparity in load service resilience under
failures, we analysed the served load ratio across provinces under a bus
removal fraction of 5 %. Fig. 6 shows box plots of the served ratio across
all iterations with random removal of 5 % buses. Provinces are sorted by
the median served ratio. For each province, the median served ratio is
shown along with the interquartile range represented by the box, and
the 5th and 95th percentiles indicated by the whiskers. Additionally, a
secondary Y-axis shows the number of loads per province. The results
indicate that 42 % of provinces (24 out of 57) exhibit a high median
served ratio above 0.85, although a wide range of variability remains
observable. Provinces with the largest variability in served ratio (i.e., the
most unstable) are highlighted in bold on the X-axis, with the top five
being Da Nang city, Binh Phuoc, Bac Giang, Quang Nam, and Vinh Long
(listed in Table S7). The provinces labelled in green are the most stable
(low standard deviation in served ratio), suggesting relatively robust
system performance under components removal. It should be noted that
robustness does not necessarily imply a high served ratio. For example,
Ha Giang ranks among the top five most stable provinces (Table S7), yet
the corresponding median served ratio is relatively low at 0.82
compared to other provinces. In contrast, Quang Nam exhibits a high
median served ratio at 0.87 but shows large variability across simula-
tions, placing it among the most unstable provinces.

The averaged served ratio is then mapped to a geographic visuali-
zation in Figure S10, highlighting the spatial patterns of load resilience.
Loads with higher served load ratios are considered more robust, while
those with lower served ratios are highly vulnerable to the cascading
failures of power grids.

To explore the relationship between topological integrity and oper-
ational functionality of the power grid under disruption, we analyse how
the size of the giant component correlates with the served load ratio.
Figure S11 plots this relationship across all iterations with various
removal fractions, in which a non-linear upward trend is observed. As
the giant component fraction increases, the served load ratio also in-
creases, which confirms that larger network connectivity enables more
effective redistribution of power flow. When the giant component
fraction is below 0.4, there is a fast drop of served load ratio, indicating
that once the grid is significantly fragmented, the network is insufficient
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to support demand due to disconnection from the whole network. As the
giant component fraction exceeds 0.6, the served load ratio begins to
plateau near 0.9-1.0, suggesting that once a critical portion of the grid is
preserved, additional improvements in topological connectivity yields
limited marginal benefits in service delivery.

3.3. The impacts of Typhoon Yagi

This section presents how both physical damage (under scenario of
historical Typhoon Yagi) and systemic vulnerabilities (cascading fail-
ures and overloads) contribute to widespread service disruptions,
particularly in provinces located along the cyclone’s trajectory in the
northern region of Vietnam. Fig. 7 illustrates the spatial distribution and
probability of direct and indirect failures of lines and buses under the
strong wind scenario of Typhoon Yagi, aggregated across 1000 itera-
tions. The top row shows the most frequent failure status observed in the
simulations per line and bus, indicating whether each component is
directly failed, indirectly failed, or remained functional in the majority
of iterations. The middle and bottom rows present the corresponding

probabilities of direct and indirect failures, respectively. High direct
failure probabilities for both lines and buses are concentrated along the
east-west-oriented transmission corridors in the northern part of the
study area, aligning with the regions of highest wind exposure. Indirect
failures are more spatially dispersed and represent cascading impacts
that extend westward and southward beyond the high-wind zones,
highlighting the role of network interdependencies in amplifying dis-
ruptions beyond the initial impact areas.

The overall failure impact is summarized in Table 1. Across the entire
transmission network, a total of 2440.9 km of lines (5.2 %) experienced
direct failures caused by strong winds of Typhoon Yagi, while an addi-
tional 1414.6 km (3.0 %) were affected indirectly. For buses, 248 (6.7
%) failed directly and 83 (2.3 %) failed indirectly. These results high-
light the importance of both physical exposure and topological in-
terdependencies in shaping the overall disruption patterns of power grid
during extreme wind events.

Our method incorporates power flow dynamics, allowing to reflect
the redistribution of electricity after initial failures, which is difficult to
capture by traditional topological network modelling. Fig. 8 and
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Figure S12 present the spatial distribution and statistics of overload
probability of transmission lines under the Typhoon Yagi scenario. Out
of 6799 transmission lines assessed, 391 (5.75 %) exhibit non-zero
overload probability across 1000 iterations. Most lines exhibit very
low overload probabilities, with 2.54 % falling within the 0 — 0.1 range,
while around 0.04 % lines experience relatively higher overload risk
exceeding 0.5. Ten lines recorded overload probabilities exceeding 0.95,
including seven with values of 1.0.

Fig. 9 and Table S8 present the distribution of load served ratio
across 17 provinces affected by Typhoon Yagi. The overall average
served ratio across all loads is approximately 0.91. Results reveal clear
and considerable provincial variation. Thai Nguyen, Thanh Hoa, Ninh
Binh, and Nam Dinh show the highest served ratio, each with a median
of 1.0. In contrast, Vinh Phuc reports the lowest median served ratio at
0.036, followed by Bac Ninh at 0.365, while the remaining provinces
maintain medians above 0.9. We also compute the standard deviation of
load served ratios per province to assess the consistency of power sup-
ply. Provinces with high variability in served ratio are highlighted in
bold on the X-axis. The three most unstable provinces are Hoa Binh,
Quang Ninh, and Hung Yen, indicating large fluctuations in served ratios
across iterations. Provinces labelled in green (i.e., Thanh Hoa, Ninh
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Binh, and Nam Dinh) show the lowest standard deviations, suggesting
relatively robust and consistent system performance under component
failures.

The averaged served ratio across all 1000 iterations is visualised in
Figure S13, offering a detailed spatial representation of load-level
resilience under the Typhoon Yagi scenario. The average served ratios
across all loads is 0.91. Loads with higher served ratio are considered
more resilient, as they consistently receive electricity despite disrup-
tions. In contrast, lower served ratios indicate high vulnerability to
cascading failures. Spatially, vulnerable loads are clustered in the
northern part of the study area, particularly in provinces such as Vinh
Phuc and Bac Ninh, where median served ratios are low and system
performance is unstable (Table S7). This map highlights the heteroge-
neity in resilience of the power system, shaped by both network topol-
ogy and exposure to initial disruption. The average load failure
probability of each load across 1000 iterations under Typhoon Yagi
scenario is presented in Figure S14. A total of 1378 loads were assessed,
of which 358 (26.0 %) experienced service loss in at least one iteration.
The mean failure probability among failed loads is 0.32, with a median
of 0.10. In particular, 24 loads showed a loss-of-service probability of
1.0, corresponding to complete loss of service across all iterations.
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To ensure the adequacy of the Monte Carlo sample size, convergence
of key indicators was evaluated by analysing running means and con-
fidence intervals of the served load ratio and the number of overloaded
lines. Results indicate that both indicators stabilise well before 1000
iterations (see Supplementary Material Figure S15 and Note 3).

4. Discussion

In this study, we contribute to the growing body of work that builds
power system model using open-access data and open-source tools. This
modelling approach enables transparency, reproducibility, and adapt-
ability, which are particularly valuable in data-scarce environments.
Commonly used tools in this field include pandapower [23,50], PyPSA
[24], MATPOWER [25], etc. We adopted pandapower to construct a
power system model that captures the structure and operation of the
power system. The framework enables power flow simulations under
different grid configurations and stress conditions, while also allowing
the modelling of cascading failures. It allows to trace how failures
propagate through the system to end users based on their in-
terdependencies, and to quantify the extent of disruption under different
scenarios. In addition, the model outputs include loading levels, which
helps identify overload elements and potential capacity constraints. This
is useful for analysing network stress and highlighting areas where ca-
pacity limits may be exceeded under certain conditions.

This study also proposes a novel probabilistic method for linking
economic activities to power grid, which improves on spatial heuristics
by incorporating both distance and substation capacity into the assign-
ment process. The approach addresses the limitations of the traditional
Voronoi decomposition, which rigidly assumes that all assets or popu-
lation are served by their nearest substations, neglecting real-world
complexities such as load capacity, infrastructure constraints, and
institutional boundaries [12,13,23,51-53]. This improvement is useful
for power flow simulations. By setting higher weights to substations
with more power capacity, the model supports more realistic load dis-
tributions, which may improve the validity of power flow simulations.

This study simulates transmission network performance under strong
wind during Typhoon Yagi and estimates resulting disruptions to elec-
tricity demand (i.e., economic activities). The model identifies 2441 km
of direct line failure and 1415 km of indirect failure, along with 248
directly and 83 indirectly affected nodes, corresponding to 5.2 % and 3.0

11

% of the modelled transmission network length, and 6.7 % and 2.3 % of
nodes, respectively (Table 1). According to post-disaster records from
the Vietnam Multi-Sector Assessment Report [5], 14 and 40 line failures
are reported at the 500 kV and 220 kV voltage levels, and 190 line in-
cidents at 110 kV. However, this comparison must be interpreted with
caution due to several limitations. First, the definition of failure differs:
the model includes both physical wind-induced failures and cascading
disconnections, while official reports document only physical asset
damage. Second, due to network simplification in the modelling process,
the model aggregates multiple physical lines, reporting failures by total
length rather than line count, which complicates direct comparison.
Third, the model considers only one static operating state during peak
wind exposure, without modelling time-varying grid operations, load
changes, or system adaptations. As a result, this snapshot represents a
worst-case estimate of disruption. Moreover, key impacts reported in
[5], including damage to hydropower plants due to flooding, are outside
the scope of this simulation and may lead to an underestimation of the
damage.

The model captures important aspects of system behaviour under
climate-related hazards by characterising exposure-driven failures and
their cascading impacts across the transmission network. While adaptive
responses such as demand-side flexibility, redundancy, or post-failure
reconfiguration are not explicitly modelled, the framework is designed
to identify vulnerable system components, the spatial propagation of
service disruptions, and industrial areas most exposed to power outages.
Component failure is represented probabilistically through fragility
functions, consistent with existing studies [12], rather than through
deterministic exposure-based failure [11]. In line with climate
extreme-induced infrastructure risk studies, conservative in-
terpretations of failure states are commonly adopted to represent direct
impacts and immediate loss of service when detailed information on
system operations is unavailable or highly uncertain [12,54]. Accord-
ingly, loads are assumed to be interrupted immediately once their
associated system component becomes inoperative. In this context, the
resulting estimates should therefore be interpreted as upper-bound
impact that highlight exposure patterns and critical system
dependencies.

While the current method is a large step forward, several directions
remain open for further work. Future research could improve realism by
integrating generation and consumption dynamics, modelling system
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Fig. 7. Failure probability of direct damage under Typhoon Yagi.
Table 1
Summary of direct and indirect failures in lines and buses for 1000 iterations.
Lines Buses
Direct failure length Indirect failure length Direct failure Indirect failure Direct failure Indirect failure Direct failure Indirect failure
(km) (km) ratio ratio count count ratio ratio
2440.9 1414.6 5.2 % 3.0% 248 83 6.7 % 23 %

behaviour over multiple time steps, and incorporating recovery pro-
cesses. These extensions would help to capture how the system evolves
after disruptions, show cascading failures over time, and explore
possible strategies for restoring electricity for critical areas, which
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would support a more comprehensive understanding of cascading risks
and recovery strategies in evolving hazard conditions. However,
implementing these functions would also require more detailed and
higher-resolution data, such as time-dependent load profiles, generation
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availability, and infrastructure restoration rates, which may not always
be accessible in data-scarce contexts.

Real-world substation to demand connections are often shaped by
utility service territories or administrative boundaries, which strongly
influence connection likelihood. For example, a business that is located
on the border between two regional utility providers may be required to
connect to a substation under its designated provider, even if another
substation operated by another provider is physically closer. Future
models could integrate this constraint condition to reflect such institu-
tional rules. In some regions, such as Texas in the United States, which
operates its own independent power grid (ERCOT), there are only a few
connections between ERCOT and grids in the rest of the country, so
power cannot flow freely across these boundaries. These topological
constraints should be introduced into both dependency heuristics and
power flow modelling to prevent unrealistic linkages and improve
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applicability across national and regional contexts.

Due to the lack of access to real power grid data from utility pro-
viders, this study uses OSM data and Google Places API to model the
power grid and utility end users. While these data provide a valuable
open-source alternative, they also have limitations, as data quality and
completeness vary across regions [55]. Compared to infrastructure types
like roads [56] and building footprints [57], electricity infrastructure in
OSM is less comprehensively mapped. In addition, many power grid
assets in OSM lack technical attributes needed for power system
modelling. Another important limitation is related to data granularity.
The current model aggregates electricity demand at the level of indus-
trial areas without distinguishing between economic subsectors, making
it challenging to assess how the grid operational failures impact specific
sectors and to quantify the resulting indirect losses through supply
chains. Addressing these data gaps is essential, and improving the
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availability and quality of power infrastructure data should be a priority
for future research on power system risk assessment.

5. Conclusion

This paper aims to comprehensively address the challenges of ana-
lysing how power grids perform under cascading failures and how such
failures lead to service disruptions by introducing an integrated power
flow-based modelling framework. A capacity and distance-informed
assignment is used to provide a more realistic and generic representa-
tion of the connection between economic activities and substations.

Using open-access OSM data as a transparent and reproducible
foundation, we develop a framework to simulate both direct and indirect
failures within power grids and service disruptions, under random and
hazard-driven disruptions, demonstrated through a case study of
Typhoon Yagi in Vietnam. Results show that the transmission network is
structurally vulnerable, with the giant component fragmenting rapidly
under low levels of random disturbances, indicating limited redundancy
and a strong dependence on a small subset of components to maintain
connectivity. While >95 % of transmission lines do not experience
overloads under random disruptions, a small number of critical corri-
dors, primarily located around major urban and industrial centres,
exhibit extremely higher overload probabilities.

Under the Typhoon Yagi scenario, both direct and indirect failures
contribute substantially to overall system disruption. Approximately 5.2
% of transmission line length and 6.7 % of buses fail directly due to wind
exposure, while an additional 3.0 % of line length and 2.3 % of buses fail
indirectly through cascading effects. Although the average served load
ratio across affected provinces remains relatively high at around 0.91,
pronounced spatial disparities are observed. Several provinces experi-
ence consistently low or highly unstable service levels, and 26 % of loads
loss service in at least one simulation, with a small subset experiencing
complete loss of supply across all simulations.

By capturing both physical damages from wind exposures and
system-level interactions through power flow modelling, the proposed
framework highlights how climate-induced infrastructure failures can
propagate beyond initial impact zones and lead to uneven service dis-
ruptions. Its transparent and scalable design makes it particularly suit-
able for risk assessment, resilience planning, and targeted investment
decisions, especially in data-scarce environments where open-access
data can provide a valuable starting point for modelling.
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